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Shield. European Security in Health Data Exchange

Descripción general:

SHiELD aims to create an open and extendable security architecture

supported by security mechanisms and privacy by design modelling and

analysis tools to provide systematic protection for the storage and exchange of

health data across European borders, subject to control by the data subjects,

compatible with existing regulatory

frameworks, ensuring the privacy, availability and correctness of the data while

improving trust of patients in the security of their data and its use to address

their needs.

SHiELD will overcome these security and compliance barriers by:

• Providing models and analysis tools providing automated identification of

end-to-end security risks and compliance issues and supporting privacy and

compliance ‘by design’.

• Using this to analyse compliance rules across borders with reference to the

security risks they address, to identify how they could be improved and

converged to address a common set of privacy risks, and feed this into the

standards being developed by CEN, Cenelac and ETSI to meet the

requirements identified by the forthcoming General Data Protection

Regulation.

• Defining an open and extensible data exchange architecture based on

epSOS, able to supporting security measures to address these risks.
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• Developing security mechanisms to deal with new and emerging risks, such

as inference attacks on sensitive data, and risks from relatively unprotected

mobile edge devices.

• Providing faster and more cost effective methods to verify and monitor

compliance with multiple sets of applicable regulations.


